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Restoring Democracy to the Internet: What the Next Administration Should Do to Support and Defend Speech, Privacy and Innovation Online

The Bush Administration’s disastrous policies have severely undermined U.S. citizens’ ability to freely use and develop online technologies.  Such policies include the decision of the Administration to abuse the executive power to spy on Americans without a warrant, an increase in surveillance efforts at the borders, increasing use of National Security Letters to obtain private information, and the use of the Department of Justice as an enforcer of essentially civil intellectual property matters against ordinary citizens rather than large-scale criminal activity.

The next president must immediately change course and help restore and foster Americans’ ability to use new technologies to communicate and innovate.  With respect to surveillance and privacy, the next president should begin by asking Congress to repeal the FISA Amendments Act.  On the intellectual property front, the next president should direct the Department of Justice to focus its copyright enforcement efforts solely on criminal prosecutions of large-sale commercial pirates and publicly support the FAIR USE Act.

More specifically, the following should be technological priorities:

1.  Work actively with Congress to repeal or reform the FISA Amendments Act, including those provisions purporting to grant immunity to telecommunications companies that cooperated in President Bush’s warrantless wiretapping program.  Reform or prevent reauthorization of those USA PATRIOT Act provisions that threaten the privacy rights of ordinary Americans.

2.  Undo other Executive Branch excesses in surveillance, data-mining, and government secrecy.

The easiest place to start in restoring privacy and balance is to investigate and undo everything that has been done through regulation and Executive Order since the start of the Bush Administration in these areas.  The first step may require the new administration to determine all of the relevant regulatory and Executive Orders, since we expect that many of them have remained secret during the Bush Administration.  The specifics that we know of include:

-- National Security Letters (“NSLs”): Scale back the use of NSLs seeking data from ISPs and other online service providers.

-- Data-mining: Investigate the scope of government data-mining of citizen records and information, publicizing the results and reducing the scope of data-mining.

-- Real ID: Stop governmental plans to require Americans to carry an ID card.

-- Automated Targeting System (“ATS”) and Other Data Collection Projects - Reduce or eliminate large government data collection and data-mining projects like the ATS.

-- Freedom of Information Act (“FOIA”): Decrease governmental secrecy by restoring the FOIA instructions given to agencies to encourage production rather than withholding of documents.  This will allow those of us outside the government to assist in uncovering the steps taken by the Bush Administration to damage the privacy of Americans.  

3.  Restore real legislative oversight/accountability and sharply limit Executive Branch discretion to investigate citizens without judicial oversight.  For example: 

-- State Secrets Privilege and Executive Privilege: Review and restrict use of the state secrets privilege and executive privilege.  The Bush Administration has misused these privileges to hide illegal or unsavory practices, and overall these privileges leave too much discretion in Administration hands.  The new administration should voluntarily reduce its use of these privileges to their historical, reasonable role. 

-- Classification of Information Infrastructure: Review and reduce the entire classification of information infrastructure.  As with the privileges, the classification infrastructure has been misused by the Administration in part because it leaves too much discretion in administration hands.  It also too often allows the administration to "capture" legislators who want to be "in the loop," forbidding them from conducting any serious investigation or oversight.  We believe that the classification system is currently dysfunctional as a mechanism for legislative oversight.

-- Obstruction of Oversight: Reverse policies that permit the administration to obstruct those who aren't read in to classified and secret programs, resulting in long stalemates.

-- Attorney Clearances: Require the Administration to grant reasonable attorney clearances in court cases to stop the situation in which the power to grant clearances serves as the power to prevent individuals and counsel from investigating and presenting their cases effectively.

-- Congressional Subpoena Enforcement: Work with Congress to create mechanisms by which Congress can easily enforce its subpoenas without cooperation from the Department of Justice.
4. ECPA Reform: Work with Congress to overhaul the Electronic Communications Privacy Act to match privacy law with the reasonable expectations of most Americans using ISPs and electronic storage.  For example: 

-- The privacy of citizens’ electronic communications must not depend on how long their messages are stored with an Internet service provider (ISP), such as Yahoo!

-- The privacy of personal data must not depend on whether that data is stored locally or remotely by a third party 

5. Judicial Oversight: Restore judicial oversight of and role in evaluating surveillance.

--State Secrets Privilege: Scale back the State Secrets privilege to ensure that the judicial branch is a full player in civil liberties debates where nationals security concerns are raised

-- FISA Court: Reduce use of secret FISA court.  The FISA court should be used solely for emergency purposes, rather than serving as a “court of first resort” when the government wishes to engage in ordinary surveillance activities

6. Fourth Amendment Enforcement Strengthening: Call on Congress to create a “facial challenge” in privacy/4th Amendment situations in order to allow affirmative challenges to overbroad laws.

7. “Surveillance Industrial Complex:” The post 9/11 story is a giant illustration of how easily the executive branch does public-private partnership, and how dangerous that is for civil liberties.  The next president should: 

-- Plug the loophole that allows free surveillance of citizen information and communications when held by intermediaries.  This kind of surveillance includes:  the telecoms facilitating surveillance on communications and communications records; banks and other financial institutions facilitating government datamining and datagathering financial information as authorized by the USA PATRIOT Act; and all the businesses whose customer information is to be targeted under the Total Information Awareness project and its ongoing progeny.

-- Reconsider the role of government in the development of communications infrastructures.  CALEA, e911, and other regulatory frameworks put the government right into the architectures of communication (they learn about the architectures/designs, and they influence them) while excluding most of us.  The public needs a stronger role in these discussions, and privacy protections need to be built in.

-- Examine how government agencies such as the Department of Defense and the Department of Homeland Security influence technology via research grants (we're looking at generations of PhD students working on dual-use technologies dangerous to civil liberties); subsidies (DHS has been generously funding videosurveillance research); and conditions on federal programs like biometrics for school lunches!
8.  Border Surveillance: Scale back investment in border control surveillance, including the Texas high-tech virtual fence (which is not only testing high-tech sensor surveillance but also military unmanned surveillance drones), the use of the high-tech sensors at airports and the use of biometrics at border checkpoints, and efforts to mandate the use of the RFID cards.

.

Intellectual Property:

Senator Obama has said that he “believes we need to update and reform our copyright and patent systems to promote civic discourse, innovation and investment while ensuring that intellectual property owners are fairly treated.”  Here are some ways of accomplishing that goal:

1. DOJ Enforcement Priorities: Direct the Department of Justice to focus intellectual property enforcement efforts on large-scale commercial piracy operations, rather than suing individuals for small-scale infringement.

2. Rationalization of Copyright and Trademark Laws: Work to rationalize copyright and trademark laws with most other areas of law.  This would include elimination of statutory damages for noncommercial violations of copyright laws, requiring proof of actual damages prior to any award based on copyright liability, and raising the requirements for preliminary injunctions against technologies in copyright cases.  For trademark, make the damages requirements realistic, and call on Congress to reform the Lanham Act to clarify the definition of “use in commerce.”

3. FAIR USE Act: Promote innovation and user rights by supporting the FAIR USE Act, which would eliminate statutory damages for secondary liability cases, thereby taking the chill off the technology innovators.

4. Innovation Agenda: Outline an affirmative innovation agenda that encourages companies to develop new ways to use copyrighted works.

5. Investigate Peer to Peer Dragnet Lawsuits: Convene hearings or studies to consider the impact of lawsuits against ordinary people for peer-to-peer file-sharing, and identify better ways to address the problems caused by noncommercial copying and distribution.

6. Patent Reforms:  Support patent reforms that nurture innovation and discourage patent “trolling.”  This could include measures to rationalize patent damages by assessing damages relative to only the incremental value of the patent’s invention and to reduce forum shopping by limiting venue in patent infringement cases to jurisdictions that have an appropriate nexus to the claims.  Further, post-grant administrative review procedures could be broadened, while ensuring that public interest groups can continue to raise post-grant challenges without restrictive time limitations on their participation.  Careful examination of patent office procedures is also warranted to ensure that patent examiners are encouraged to challenge overbroad patent applications.  The current system, which rewards the first and final office actions issued by an examiner while giving little “credit” for intermediate office actions, may encourage examiners to avoid protracted battles with aggressive patent applicants.

Open Government

We applaud Senator Obama’s commitment to “ensuring that each arm of the federal government makes its records open and accessible.”  If Senator Obama wins the presidency, he can help meet that commitment by taking affirmative steps to ensure that all government records are made available online, for free.  One way to accomplish this would be to provide those records, on a nonexclusive basis, to nonprofit groups that will in turn make it available to the public.  At the same time, the federal government should refuse to contract with any entity to provide such records on an exclusive basis, lest such contracts allow private entities to “lock up” information created at taxpayer expense.
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